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0 x 100 = ? 0 or 1 

Risk Approach or Threat Approach

the difference

your answer on 

10 september 2001 is ?
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An example
Cultivate an employee with the aim of 'creating pressure' to 
make him or her do something that is not allowed...
...... from cultivation to recruitment

- Starting an innocent friendship

- Asking to provide 'public' information

- Going out with the family

- Asking to provide 'confidential' information

Depending on the interests, a process to recruit a person can 
take between 1 and 5 years (danger is our short-term memory 
that prevents us from perceiving this).

Criminal organizations have (almost) the same capabilities as intelligence services

Recruitment; how it works?
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Program 

Module 1 From cultivation to recruitment; the 
context

Module 2 Threat assessment (identifying
opponents)

Module 3 Red Teaming (determine modus operandi      
that affect interests)

Module 4 Quick Wins
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Who can attack the interests (crown
jewels) the organization wants to protect ?

And now .... mapping the threats 1

Exercise 1

- What are the Crown Jewels
- Who is interested in these crown jewels

Take 30 minutes to answer the two questions



Program 

Module 1 From cultivation to recruitment; the 
context

Module 2 Threat assessment (identifying
opponents)

Module 3 Red Teaming (determine modus 
operandi that affect interests)

Module 4 Quick Wins
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Think of;
- (Have) physical and electronic values removed (criminals)
- Disrupting vital and/or critical processes (terrorists)
- (Have) valuable information taken away (intelligence services)

And now .... mapping the threats 2
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Infiltration, Human Engineering, Social Engineering 

Exercise 2

Who are you going to get the information from?
How do you make sure you get the information?

Take 30 minutes to answer the two questions

And how 
are they going to do that ?



Program 
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Module 2 Threat assessment (identifying
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Check every situation… 

If it looks like a duck, 
walks like a duck,

and sounds like a duck…

“Norm”



… the duck may look slightly different…

“Norm”

Check every situation… 



… behave differently…

“Norm”

Check every situation… 



… have a different color…

“Norm”

Check every situation… 



“Norm”

Large deviation

Suspicious

Check every situation… 



The Foundations

Basic Fact

• High threat potential involves non-legitimate 
activities, which are related to MO

Basic 
Assumption

• Non-legitimate activities tend to leave “traces” 
(AKA: no such thing as “perfect crime”)

Practical 
Conclusion

• Existence of “traces” may point out possible 
intent



• Create the “good guy” profile: 
Typical Legitimate Instance = “The Norm”

• Examine each instance and look for:
– Red Flags (suspicious signs)

– Deviations from the norm

YES

Possible Threat

NO 

No Threat

The Basic Process



Strange or suspicious?

What is the adversaries method of operation ?
What is the norm in this environment ?



deviation from the norm

 does not look at 
the track

 looks at people on 
the platform

 shirt over pants
 dressed differently
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Quick Wins

Exercise 3

What measures can we take ourselves?
How can we protect each other?
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Questions ?


